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Sensor networks architecture

Internet,
Satellite, UA

Database

Sink

Formatting
Processing
Mining
Visualization
Cloud Services

Sink

Jim Gray and Alex Szalay
Life under your feet
JHU



Wireless Sensor Networks (WSN)

A WSN can consist of 10 to 1000 of sensor nodes (motes) that
communicate through wireless channels for information sharing and
cooperative processing

With low-power circuit and networking a mote powered by 2 AA batteries
can last for 3 years with a 1% low duty cycle working mode

After the initial deployment (ad-hoc), motes are responsible for self-
organizing into a network with multi-hop connections

The onboard sensors then start collecting acoustic, seismic, infrared or
magnetic information about the environment, using either continuous or
event driven working modes

Location and positioning information can also be obtained through the
global positioning system (GPS) or local positioning algorithms

The basic philosophy behind WSNs is that, while the capability of each
individual sensor node is limited, the aggregate power of the entire
network is sufficient for the required mission



Difference from ad-hoc networks

Number of sensor nodes can be several orders of magnitude
higher
Sensor nodes are densely deployed and are prone to failures

The topology of a sensor network may change frequently due
to node failure and node mobility

Ad-hoc network cables are prone to environmental impact
such as lightning

Sensor nodes are limited in power, computational capacities,
and memory

May not have global ID like IP address
Need tight integration with sensing tasks



Sensor network node
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Telos platform

Robust

e USB interface

* Integrated antenna (30m-125m)
e External antenna capabie (~500m)
High Performance

e 10kB RAM, 48 KB ROM

e 12-bit ADC and DAC

* Hardware link-layer encryption
Processor:

e  TIMSP430 (16bit) @8MHz

e 6uAsleep

* 460pA active

* 1.8V operation

Radio:

e EEE802.15.4

e (CC2420radio

e 250kbps

e 2.4GHz ISM band
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Evolution of Telos platform
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Tl MSP430 F1611
ST MZ5PEQ flash

serial ID

CC2420
IEEE 8ir: 15.4 radio

10 pin expansion

FIF& Antenna

~2x External Flash Memory (16Mbit vs.
8Mbit)

Sensors

3-axis digital accelerometer and
temperature sensor vs. light,
temperature and humidity sensors.
Ziglet sensors product-line under
development.

2"dgeneration MSP430

~50% less power consumption in stand-by and
off-mode

faster wake-up: 1us vs. 6us

2x speed (16 MHz vs. 8MHz),

~2x Flash (92KB vs. 48KB),

8KB vs. 10KB RAM

Programmable internal pull-ups.

2 x Phidgets sensor ports

_,,-"""} micro-USB

3-Axis accelerometer
) + temperature sensor
Ceramic embedded antenna



Development system

o Virtual Machine: Ubuntu 9.10 in VirtualBox
« TinyOS 2.1.1 synchronized with CVS repository

o Eclipse IDE with YETI 2 plugin for TinyOS
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Power consumption

 Need long lifetime with battery operation
— No infrastructure, high deployment & replenishment costs

e Challenges
— Energy to wirelessly transport bits is ~constant (Shannon, Maxwell)
— Fundamental limit on ADC speed*resolution/power
— No Moore’s law for battery technology ~ 5%/year

e How is power consumed

_ ’ |
CPU (Moor’s law!) Energy breakdown for acoustic

~ Radio Encode Decode

Receive Transmit



WSN applications

e CLASS 1: Data collection

— Entity monitoring with limited signal processing in a relatively simple
form, such as temperature and humidity

— Sampling period from days to minutes
— Environmental monitoring and habitat study

e CLASS 2: Computationally intensive
— Require processing and transportation of large volumes of complex
data
— 10 Hz — 100 KHz sampling frequency
— Seismic, industrial monitoring and video surveillance



Cuctema KOALA: ultra-low power data
retrieval in wireless sensor networks

[MpoeKT pa3paboTaH B yHuBepcuteTe [KOHa XONKUHCA

CucTema ¢ HU3KMM notpebneHune aHepruuy,
npeaHasHayeHa A8 AoNrmx HabntoaeHnin napameTpos
OKpyatowen cpeabl (C YaCTOTON OT HECKO/IbKMX
3aMepoB B MUHYTY [0 HECKOJIbKMX 3aMepoB B AeHb)

e Flexible control protocol (auHamunuyeckn cTposwancs
TabaMua mapLpyToB) NO3BOIET SKOHOMUTb SHEPTULO

e MexaHun3am low power probing HaueneH Ha
3¢ PeKTUBHbBIN NEePeBO] MOTOB U3 PEKMMA CHA B
PEXMM aKTUBHOW Nepegaymn



KOALA: obLwasa cxema paboTbl

* MoTbl C U3MepuTenbHbIMMN CEHCOPAMU YCTAaHOBIEHbI
Ha MecTHOCTU, ba3oBasa cTaHUMA noaKato4YeHa K USB-
NOPTY KOMMblOTEPA.

e Kaxapbl moT 06cnyKMBaeT CBOM CEHCOPbI, CObUpasn C
HUX MHPOPMaLMIO C NpeaBapuUTe/IbHO 3a4aHHOU
4acToOTOM U coxpaHasa Bo flash namaATs.

e [lo TpeboBaHUIO onepaTopa c KomnbtoTepa (paboTa
BeJeTcs yepes onepaumnmoHHyto cuctemy TinyOS)
6a30BadA CTaHUMA pacCblNaeT BCEM MOTaM cMrHan ob
akTnsmsaumm (LPP mexaHusm), yctaHaBAMBaeT
MapLLPYTbl CKauymnmBaHUA AaHHbIX (FCP npoTtoKkon),
cobupaeT JaHHble B CbIPOM BUAE, COXPAHAA HA AUCK



Hapabotkn UK PAH

Pa3paboTtann BHeLWHME CEHCOPDI:
— WMHbpa3ByK

— Tepmonapesl

— MarHutomerTp

— AKcenepometp

Pa3paboTtanu cuctemy cbopa «meaneHHbIX» AAHHbIX:
— [0 pns ceHcopoB Ha H6a3e KOALA

— CKpunTbl Ana npeaBapuTesibHoM 06paboTKM AaHHbIX C
CEHCOPOB U 3arpy3ku B 6a3y AaHHbIX

— Bbasa gaHHbIX U Beb-npunoxeHue (ppoHTEHA) AN BbIBOPKU U
BM3yanm3aumm

Pa3paboTanin TeXHONOrN0 AeTEKTUPOBAHMNA COObITUN B
«BbICTPbIX» NOTOKAX AaHHbIX



MOHUTOPUHI OKPYKatoOLLEN Cpeabl B
BblunucantenbHom ueHtpe MK PAH

5 MOTOB CO CTaHAAPTHbIM Ha60pOM CeHCOpOB

[1aHHble CKa4YMBaNNUCb HEPErYNAPHO, C UHTEPBAIAMM OT 2
0o 7 nHewn.

Pe3ynbTaTbl COXPAHANNUCH B CbIpOM crieunduyeckom suae B
NNOKasIbHOM danne B BUPTYaZlbHOM MaLLMHE.

Cbipble agaHHble nepedopMaTMPOBANNCH B YNCNOBOM
dopmar.

[aHHble B Uncnosom popmare 3arpy*anmcb B yaaneHHYIo
6a3y aaHHbIXx MySQL, oTKyAa OHM MOryT ObITb 3aMNpoOLLUEeHb!
CUCTEMOUN BMU3yanm3auunn. Kpome Toro gaHHbie n3
ymucnosoro dopmata moryT bbiTb NnpeobpazoBaHbl B CSV
dopmat n otobparxKeHbl, HANPUMEP, B NpuUaoKeHnmn MS
Excel



JKCNEePUMEHT B BblYNCANTE/NIbBHOM
ueHTtpe MK PAH




Busyannsauma AaHHbIX C CEHCOPOB
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CTaTUCTUKA

Hayano akcnepmmeHTa: 03.11.2010
OKOHYaHue aKkcnepmumeHTa: 07.12.2010

nageHue 3apaga batapeek: B cpegHem ynan c 3apsaga 3,2 ao 3 (3gecb CTOUT OTMETUTb arPecCUMBHYIO
cpeay, nepuoanyeckoe npepbiBaHME KaHa/10B U HEONTUMA/bHbIN annapaT CUCTEMbl CKaYMBaHUA
AaHHbIX Koala, Tpebytowmx 60nblunx HakNagHbIX Pacxo4oB Npu noTepe cBsA3u)

CKOPOCTb OMpOCca CETU: B 3aBUCUMOCTM OT yAaNleHUS CEHCOPA U KO/INYeCTBa NOCPEAHUKOB B
MY/ITUXONOBOM MYTU, HO B CPEAHEM Ha CKauMBaHUE AaHHbIX C O4HOI0 MOTa, MOYYEHHbIX 33 CYyTKU
(2880 6aiT) TpaTUTCA MUHYTA.

cKkopocTb LPP npoToKona: no ymoiuaHuto, Ha To, YTobbl pa3byantb MoOTbI, YyNpaBaatowemy MoTy
[1aBanoCb NONATOPbI MUHYTbI, HO peanbHO NpUBeLEeHUEe CETU B FOTOBHOCTb Npoucxogmna 3a 10-20
CEKyHA,

Het NOTeEPAHHbIX AAdHHbBIX NPU yCFIeLUHOIZ nepegaye

MoaaeprKKa cBA3KM Ha paccTosHUKM nopaaka 10-20 meTpos yepes NpenaTcTBuA (CTEHbI) U B YCN0BUK
MOCTOSAAHHbIX MOMEX OT annapaTypbl

3a bonee yem mecAu, IKCNEPUMEHTA He NoTPeboBaNOCb TEXHNYECKOE 0O6CyKMBAHUE HU O4HOMY
MOTY

K HeratTuBHbIMm CTOpPOHam cnegyet oTHeECTU BbICOKMNE HaK/ladHble pacxXxodbl, CBA3adHHbIE C Pa3pbiBOM
BUPTYa/IbHOro KaHasa nepeaayun AaHHbIX, a TakXKe 0B0J/IbHO HU3KYIO CKOPOCTb nepenavyn AaHHbIX.



O6paboTKa BbICOKOYACTOTHbIX AaHHbIX

e TpebyeTca obpaboTaTb AaHHbIX HosbLLE YEM
AMMUTUPYET NPONYCKHAA CNOoCObHOCTb ceTU

e lcnonb3yem aeTeKTMpoBaHue cobbITUI
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[pyrue npobaembl, pelaemble Npwu
noctpoeHnn WSN

Ha3HayeHne HOBOM 334341 NO KOHTPO/0 0O6BEKTA,
MCXOAs N3 €0 MEeCTONOJIOXEHUA U TpeboBaHUSA
MMWHUMabHOM Harpy3Ku cetu

C)KaTme AaHHbIX M KOHTPOb NepeaaBaemMoro
TpadUKa

Bbibop cTpaTermm npu Bbl4NCAEHUAX, B KOTOPbIX
33/1eMCTBOBAaHO HECKOJIbKO Y3/10B (C 0AHOM
CTOPOHbI TpebyeTca 0OMeH AaHHbIMU, C APYTON —
TpebyeTcAa 3aTpaTbl baTapen Ha NepecbInKy)



Automatic vs. manual seismic event detection
Piton de la Fournaise volcano
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Spatio-temporal clustering of seismic

Profondeur, km

waveforms

Longitude, deg. dec.

05 0 05 1 15 2 25 5571 55715 5572
-21.226 ' ' ; | ' \ S =t - 1-21226
E -21.23 | -21.23 §
g | gadl g
- i L=
g -21.234 =L -21234 8
2 ] 2
3 _ L.
-21.238 | -21.238
-21.242 ¢ ; ! j s iy -21.242
- N S 125
=
200 |
Lo G 2 Advanced Land Imager (ALI) on NASA’s
160 | Earth Observing-1 satellite captured this
—l I 15 image of Piton de la Fournaise on January
E 16, 2009
2120 ¢ -
& 5
4 L 1 _g
5 100 | g
o
80 o
05
80 |
0 0
20+
0 (B - ' L -05

07/03/30 0704101

Date

07/04/03 0704005 0704407

bh 716  Bh7Z2
longitude, deg. dec.

5571



The April 2007 eruption and the Dolomieu crater collapse, two
major events at
Piton de |la Fournaise
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Piton de la Fournaise eruption
January 2, 2010




Mepapxuyeckasa becnpoBoaHas ceTb

Remote Access

Web GUI Management ) Enable () Disable
Use HTTPS
Web GUI Port " aoen (Default: BOBO, Range: 1 - 65535)
S5H Management {® Enable () Disable
S5H Remete Port a3 (Default: 22, Range: 1 - 65535}
Telnet Management (") Enable ) Disable
Allow Any Remote IP %) Enable () Disable
JFFS2 Support
IFFs2 {® Enable () Disable
Clean JFFS2 () Enable ® Disable

Total [ Free Size 576,00 KB/ 176.00 KB



HanpasneHue ganbHenwemn paboTbl

Pa3paboTka apPeKTMBHOro NPOrpaMMHOro annapaTa y4yera
TONONOrUN.

Pa3paboTKa NpoCTpaHCTBEHHO-BPEMEHHbIX pacnpeaeneHHbIX
aNropuTMOB AeTeKTUPOBaHMA COObITUI Ha y3nax 6e3 nepenayu
NAHHbIX HA UeHTpasbHyto 6a3y.

Pa3paboTKa cMctemMbl OTBETHOTO BO3AEMNCTBUA AJ19 KOHKPETHbIX
cuctem (Npumep: ynpassieHne cMucTeMamm OPOLLEHUSA B CE/IbCKOM
X03AMcTBe)

[TocTpoeHne MHTEePAKTUBHOM CUCTEMbI BU3Yanm3aLUmUmM AaHHbIX C
BO3MOKHOCTbO OTOOpaXKeHUA Ha MHOroAUCNAEMHbIX BUAEOCTEHAX
N yaasieHHOro nepenporpammmupoBaHmna ceHcopoBs (MOTbl
nocsiegHero noKoseHnsa nNpeaocTaBaAtoT NoA4006HYI0 BO3SMOXKHOCTb)



